Abstract-A perceptible removable watermark can be used to add copyright owner's identification to media or lower the value of the digital contents. The application scenario for perceptible watermarks is to give the protected contents available freely for download as a preview. For a fee, the watermark can be removed to restore the media quality to the original level. We present a scheme to protect the audio data by embedding high capacity robust watermark to it. The watermark can be removed using a secret watermarking key with only minimal remaining distortion. The protection watermark embedding and detection is done in the spectral domain. The watermark is embedded into selected FFT coefficients' magnitudes of the cover audio using frequency hopping method. The method proposed is media format independent and it can be used with lossy compression. The objective and subjective quality evaluations indicate that the audio quality after watermark removal is excellent.
INTRODUCTION
Digital watermarking is a method to embed information into digital content so that the information becomes part of the cover media. One of the most important applications for the digital watermarking is copyright protection. The copyright protection methods can be classified into robust and fragile watermarking methods, and robust methods can be further divided into imperceptible and perceptible watermarks. [1] Usually copyright protection methods use imperceptible watermarking to embed a copyright watermark or a fingerprint into the content. The former can be used, for example, to prevent the user from playing the media without a valid license to do so, or to identify the copyright owner of the content. The latter enables the copyright owner to find out who was responsible for leaking the pirated media.
Perceptible watermarks can be used to protect the contents in a more active manner. Perceptible watermark is normally used in applications where the digital content is publicly available to the users, but the unauthorized reproduction or usage has been prohibited. By embedding a perceptible copyright watermark into the content the copyright owner can be identified visually from the cover media while preserving the visual quality of the content. The embedded watermark should be robust against unauthorized attempts to remove it without destroying the visual quality. [2] The perceptible watermarking applications usually require the watermark to be permanent to increase the robustness, however, there are applications where the watermark needs to be removable or reversible. In [3] , an example of an application is given where images are visually watermarked before distribution or posting on the Internet. The watermarked images are available to the users for free and they serve as teasers. The user is able to remove the watermark from the image with a program available for a fee.
Although reversible watermarking has been widely researched [4] , the research has mainly been focused on imperceptible reversible watermarking of images. Such methods for images and video can be classified in three classes [4] :
1. Schemes applying data compression; 2. Schemes using difference expansion; 3. Schemes using histogram bin exchanging.
The first type of schemes embeds the recovery information into the watermark. In the second type of schemes, the original features are represented with small values that are enlarged to embed the data. In the third type of schemes, the data is divided into blocks and the histogram bins of the blocks are shifted to embed data. The methods are created for images, but they can also be applied for audio content.
The methods developed for imperceptible reversible watermarks are usually not the best choices for perceptual watermarking as they often lack in robustness. In [5] a removable visible image watermarking method is proposed that is depended on user keys. The method is not able to distortionfree watermark recovery. In [6] a reversible visible image watermarking method is presented.
In this paper we propose a removable audible watermarking method for audio. The method inserts audible noise into the content which can be removed if the watermarking key is known.
The paper is organized as follows. Section 2 describes the protection scheme proposed. In Section 3, the implementation of the watermarking scheme is discussed. In Section 4, experimental results are presented which display how the proposed method performs. Finally, Section 5 concludes the paper.
II. PROTECTION SCHEME
The main idea of the protection scheme proposed is that the audible removable watermark is embedded into the host audio. The embedded data can be any data, such as the copyright owner's identification, identification number of the downloader, rights information instructions for the player software, value added data for the user, etc. The watermarked audio file is then posted on the Internet, from where the users are able to download it and possibly to share it to other users.
The users can freely listen to the watermarked audio, which serves as a teaser to the actual content. The watermark is embedded in a way that it is clearly audible and lowers the audio quality significantly, while at the same time allowing the user to sample what the un-watermarked content would sound like.
Using noisy samples of the songs as preview instead of short unscrambled clips of the original song is beneficial in some scenarios. For example, clips of the songs can be sold separately to be used as ringtones in mobile phones and providing short unscrambled clips as preview allows users to use them in phones and thus lowering the sale of ringtones.
If the user likes the song in question, he/she can buy the original version simply by downloading the watermarking key which is used to remove the watermark. Additionally, the player software must support the watermarking method used, in order to be able to remove the watermark while playing the content to the user. The scheme is illustrated in Figure 1 . The low quality version of the media can be played with any player software, since standard media formats are used. The watermarking scheme is format independent that allows the audio content to be compressed using lossy compression and transcoded into another format. The watermarking method used is robust against signal processing attacks, which allows the protected content to be edited within certain limits.
III. WATERMARKING METHOD
The copyright protection watermark is embedded in frequency domain using the modified version of the algorithm described in [7] , in which frequency hopping (FH) signalization is used on a variable set of the amplitudes of fast Fourier transformation (FFT) coefficients. The system is simplified by excluding the attack characterization section [7] of the embedding algorithm.
A. Watermark embedding
The data embedding in FH method is done into coefficient of an N-point FFT. The principle of the modification of the coefficients [7] is illustrated in Figure 2 . First, a pseudorandom frequency hopping sequence is generated using a secret watermarking key and based on the FH sequence two FFT coefficients are selected to embed the watermark. Second, the mean value of magnitudes of the coefficients in a subband is calculated. Third, if bit 1 is embedded, the value of the coefficient with a lower frequency is set to be K dB above the mean value in the subband and the value of the second coefficient is set to be K dB below the mean value in the subband. If bit 0 is embedded, the operation is done vice versa. Finally, the inverse FFT is done. The same operation is recurred for the rest of the media. The capacity of the watermark is, therefore, 43 bps for 44.1 kHz mono audio. The capacity can be multiplied by using more than one coefficient pair in the embedding with the disadvantage of slightly lowering the audio quality. Increasing the magnitudes of the randomly selected FFT coefficients induces narrowband noise, perceptually similar to the sound of tone dialing used in telephony. Listening tests have proved that human auditory system (HAS) is very sensitive to that kind of noise, especially if the host audio has a dominant low-frequency spectral structure and a small dynamics range [7] . Therefore, the value K must be larger than the distance from the mean value of the magnitudes in the subband to frequency masking threshold (in dB), to ensure that the watermark is audible. The value K must not be too large, however, so that the watermark does not destroy the audio quality excessively.
B. Watermark Extraction and Removal
In order to remove the watermark, the user needs to have the secret watermarking key. The watermark extraction and removal scheme is illustrated in Figure 3 . Watermark extraction and removal scheme.
. First, the key is used to generate the same FH sequence that was used in the watermark embedding. Second, the FFT is calculated on the watermarked audio. Based on the FH sequence, the magnitudes of the lower frequency coefficient and the higher frequency coefficient are read to F k1 and F k2 , respectively. Detection value D is calculated as difference of F k1 and F k2 : D = F k1 −F k2 . The sign of the detection value determines the value of the extracted bit; if D is positive, bit 1 was extracted, otherwise, the extracted bit was 0. The procedure is repeated for the whole message. After watermark extraction, the watermark is removed in order to play the content to the user. This is done by first calculating the mean value of magnitudes of the FFT coefficients in a subband, like done in the embedding phase. Second, the mean value is assigned to the selected coefficients' magnitudes F k1 and F k2 . This removes the audible watermark from the content although with some residual distortions. Finally, inverse FFT is performed and the restored audio is played to the user.
IV. EXPERIMENTS
In the experiments, we measured how well the watermark can be removed without lowering the quality of the original audio. The first part of the audio quality test was done by measuring the signal to noise ratio (SNR) for the test samples. The results of the SNR measurements are listed in Table I . The audio files that were used in the tests were mono sequences with sampling frequency of 44.1 kHz and resolution of 16 bits per sample.
In the table, the first column shows the SNR with the watermark embedded. The second and third column display the SNR values after the watermark has been removed and the watermarked song has been MP3 compressed (192 bps) before the watermark removal, respectively. As a comparison, the last column presents what the SNR is by applying only the 192 bps MP3 compression to the original audio.
The results illustrate that the quality of the audio after the watermark removal is excellent as the SNR values are well over 20 dB, which is generally accepted minimum SNR values for watermarked audio content. Additionally, we carried out subjective tests, where 6 persons were asked to evaluate the watermarked files. Most of the test subjects were average users that do not have any special background about music. One user was in the musicians group, i.e. they play some instrument, and one user works with audio watermarks. We used a web-based quality evaluation tool, which allows the tests to be done in one's own time, and which collects the results and calculates the statistical analysis of the results.
The test subjects were asked to rate the audio quality using a 5-point impairment scale: (0: imperceptible, -1: perceptible but not annoying, -2: slightly annoying, -3: annoying, -4: very annoying). [8] The watermarked test files were the same files used in rest of the tests. Subjective difference grade (SDG) was calculated using the test results as:
The resulting SDG scores, for the samples with watermark removed and for the samples that were MP3 encoded before removing the watermark, are displayed in Table II . The results confirmed the objective test results that the audio quality after the watermark removal is excellent. The MP3 compressed files got slightly lower scores, which most probably is a consequence of the compression artefacts than the distortions due to the removed watermark, because the SNR values for MP3 compressed songs are almost the same with and without the watermark. For example the difference of the SNR for Madonna, which got the worst SDG value, is only 0.27 dB. 
V. CONCLUSIONS
The perceptible removable watermarking is not widely studied in the literature. Nevertheless, it has some good application areas. The contents embedded with perceptive watermark can be freely distributed to the users as teaser or preview of the contents. The watermark normally either identifies the copyright owner or it hinders the usability of the protected content. The watermark can later be removed for a fee by only downloading a small watermarking key. This paper proposes an audio protection scheme in which a removable audible watermark is embedded into the content. The watermark can be removed from the content with only minimal residual distortions to the audio. The algorithm utilized is robust against audio compression and signal processing attacks, thus the protecting scheme proposed is media format independent. The watermarking algorithm provides high embedding capacity that can be used to embed any arbitrary data.
Conventionally, various attacking methods are applied in order to demonstrate the robustness properties of a watermarking solution. In our work, we did not apply these techniques because the intent was not to maintain each bit of the watermark but to make it annoyingly audible. The watermark power is much greater than the power normally used to embed imperceptible watermarks. The signal processing attacks may change the bits that were embedded but they do not make the watermark imperceptible. On the contrary, removing attempts of a watermark will further distort the host signal.
The subjective and objective quality evaluation tests demonstrated that the resulting audio quality was excellent after removing the watermark. The watermark removal is not affected by the use of compression and the watermark does not worsen the compression results.
Future improvements include adding a synchronization method to the watermarking scheme which would allow the watermark to be removed from edited audio files, e.g. start of the file has been cut out.
